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Abstract—In this paper, we develop a framework for measuring - that of the ‘average’ user. If the system is also acceptable i
the level of protection offered by relation hiding systems.The terms of privacy protection, then users may be happy using it

framework provides a uniform way to define a variety of privacy  ithout being made aware of their individual level of priyac
notions, including anonymity and unlinkability, by means o

information-theoretic metrics. Moreover, based on the frane- Due to the fact that our framework is agnostic to the adver-
work, a fairness metric for relation hiding systems is propsed. sary’s interaction with the system, it is furthermore gftui

It is envisioned that, due to its generality, the framework wil ~forward to evaluate any given system in different advesasari
enable the analysis of privacy protecting systems in more dail, models. Finally, the ability to measure the opaqueness of a

while the ability to measure a system’s fairness circumverst in redicate mav prove useful in the desian of interfaces that
some cases the need to evaluate the privacy level that is pided P yp 9

to individual users, thereby reducing the number of times tre Inform users about their individual level of privacy; usitige
metrics need to be evaluated by a potentially significant faor. ~ metric proposed in this paper, it is not difficult to imagine
intuitive and precise visualisations of the adversary’s uncer-
tainty in answering ‘interesting’ questions such as ‘wérese

It is often desirable to hide a relation. In an anonymougansactions initiated by the same user?’ or ‘is Bob a custom
peer review system, for example, it is desirable to hidgf Alice?'.
who has reviewed whose work. In a social network, it is
sometimes desirable to hide who are whose friends. In tRglated Work: The frameworks introduced in [1], [2] have
setting of anonymous communication, it is desirable to hidgrtain commonalities with the framework presented in this
multiple relations, including who sent a message to whoraper; they support, for example, the specification of pgiva
who received a message from whom, which messages ha@sions against adversaries with partial knowledge. Haxev
the same sender, and which messages have the same inteiitiéfte setting of the frameworks in [1], [2], any given priyac
recipient. notion is either satisfied, or not satisfied. This is not troe f

In this paper, we develop a framework for measuring tHeamework presented in this paper, since it provides théstoo
opaqueness of a hidden relation, and propose a corresgpndéhmeasure the extent to which any given privacy notion is
fairness metric. The framework enables one to ‘ask the rigpatisfied (or not satisfied).
questions’ regarding the privacy protection that is predid Other related work includes the literature on definitiond an
by a system, and provides new insights into the relationetrics for anonymity and unlinkability (e.g. [3]-[14])réim
among different privacy notions. It achieves this by prawid this literature it is evident that one is typically interestto
information-theoretic metrics that measure how well aeyst measure multiple aspects of the protection of privacy that i
hides (a) a relation on all elements in the system, (b)piovided by a system. For example, while [8], [12] introduce
relation with respect to only a subset of ‘interesting’ eéats, a way to measure the anonymity of a single element that is
and (c) a given predicate on a (hidden) relation, against higiden in an ‘anonymity set’, [9] provides a metric for the
adversary with partial knowledge about the relation. It ignonymity that is provided by a system as a whole. Similarly,
envisioned that the framework will enable designers ofgmyv while [4] aims to measure the (un)linkability of the actioofs
protecting systems to define the privacy notion(s) of irgerean individual user, [10], [15] provide a metric for the ovéra
to their systems, and to measure how well they are protectédh)linkability provided by a system. In this paper, we do
and evaluators of privacy protecting systems to effegtivenot aim to further diversify the already scattered landscap
analyse and compare different systems in terms of the grivaef privacy definitions and metrics. Instead, the framework
protection they offer. The ability to measure the fairnebs proposed in this paper unifies some of the existing metrics
a privacy protecting system may, on the other hand, hausder the umbrella of ‘relation hiding’, where anonymitydan
a positive impact on user acceptance. This is because,ulmlinkability are just two examples from a large universe of
some systems, users cannot obtain reliable feedback an thpgivacy notions.
individual level of privacy. However, if the system they use Although it is sometimes claimed that ‘anonymity and
has been shown to be ‘fair enough’ then they can be confidemiinkability are technically the same property’ (see, for
that their privacy is not significantly less well protectéthh example, [16]), the application of our framework to these tw

I. INTRODUCTION



privacy notions demonstrates that they are, in fact, texztiyi « > Establish how the elements ifi’ are related to the

distinct! Note that this is in line with previous findings (see,  elements inS. That is, for all(s1, s2) € (S’ x S), decide

for example, sections 4.4 and 4.7 of [1]). In our framework, whether or not(sy, s2) € R-.

this distinction is made explicit by virtue of differing sebf o < Establish how the elements ifi are related to the

candidate relations the adversary starts with. We also show elements inS’. That is, for all(s1, s2) € (S x .S”), decide

that, for systems with at least three elements, it is not ydwa whether or not(sy, s2) € R,.

possible to achieve the same level of protection for bothe ¢: Establish both the above.

notions — see Theorem 1. « o: Establish how the elements #f are related amongst
The rest of this paper is organised as follows. The next themselves. That is, for allsi, s2) € (S’ x S’), decide

section describes our framework and section Il proposes whether or nof(sq, s2) € R-.

a fairess metric for relation hiding systems. Section I§ince these goals are distinct, the amount of informati@uab
provides general definitions, metrics and numerical exemplr_ that A(R) needs in order to achieve each of them may
for unlinkability, anonymity and unrelateability, expses! in  vary. In order to construct a metric for each goal, we define

terms of relation hiding, and provides a proof that somge following four notions of relation equivalence.
anonymity instances on a set are not reducible to unlinigbil

instances on the same set. Finally, section V concludes. Definiion 1. Two relations R,, R, € R are said to

be outwards-equivalent (resp. inwards-equivalent, dese
1. RELATION HIDING equivalent) with respect to a subs&tC S, denotedR; > Ry

Consider a set of elements and the set of all binary (resp.Rl/ <Ry, Ry o Ry), if and onl/y if By 1 (S x5) N
relations overS, denoted® = {R : R € S x S}2In 20 (5; x /S) (resp. R 0 (IS x §') = Ry N (S x 5,
this paper, we consider the setting of a system that hided?a (5" x 5') = R2 N (5" x 57)). Moreover, Ry, R, are said
particular relation, denoted the ‘target’ relatiéh € R C ;, (© Pe totally equivalent with respect &, denotedR, o R,
against an adversary that nevertheless tries to identifyig It @hd only if &1 > R, and 12, < R with respect to5”.
assumed that the adversary knasvand the set of ‘candidate’ each of these four equivalence relations ®n which are
relationsR, and that it tries to identify?, through interaction induced byS’, corresponds to one od(R)’s potential goals.
with (or observation of) the systefAs a result of this |n particular, outwards-equivalence, inwards-equivegerotal
interaction, the adversary, denoted BYR) in the sequel, equivalence, and closed equivalence, correspond mith,
assigns to eacl? € R a probability thatkR = R.. We call , ando, respectively. We denote these equivalence relations
the resulting probability distributiopd(R)’s ‘view on R’ and by ~ (S’,%,g), and the partitions they induce oR by
use the entropy of this distribution [17] as a metric for the(s’ R, g), whereg € G denotesd(R)’s corresponding goal.
opaqueness of;. That is, the opaqueness of the relatioNote that, for allg € G, |R(S,R.g)| = |R], i.e. that, if
R, € R on the set of element§ againstA(R) is defined s/ — g, then eachR € R constitutes an equivalence class

as in its own right, regardless ofA(R)'s goal. Also note that
IR(S",R,o)| > |R(S", R, )], i.e. that total equivalence implies
O(AR)) = > H(Pr(R = R,)), all other equivalence types.
ReR EstablishingR, over the elements it%’ in the sense of

wherePr(R = R,) refers toA(R)’s view onR and(z) de- amounts to identifying the equivalence clasc R(5', R, g)
notes the quantity-z log, (z). Note thatO(A(R)) measures that containgi . We_ thus generahse_th_e_ definition of opaque-
the amount of information (in bits) thati(R) still needs to Ness above, and introduce a definition for tdegree of
obtain in order to identifyR,, i.e. in order to unambiguously °Pagueness of a relation, as follows.

establish the relatior?, over all elements inS. However, pefinition 2. The opaqueness of the relatidty € R on the
sometimes it is deswaple_to measure the amount of mfc_mnatlset of elements againstA(R) with respect to a subs&t C
that A(R) has to obtain in order to establish the relatBp g and a given goal € G is defined as

on the elementsn a subsetS’ C S. Establishing this may

mean multiple things; we specify a sét = {»,«,0,0} of O(A(R), S, 9) = Z H( Z Pr(R = R,)).
four potential goals thafd(R) may have in this respect, as R/ER(S",R,g)  RER
follows.

Definition 3. The degree of opaqueness of the relatne

1in the formalisations of [16], the adversary's goal in a Ifahonymity’ /% With respect to a subset’ C S and a given goay € G
game is to identify one of only two users. This is sufficientaaprivacy againstA(R) is defined as
definition for the context of [16] (group signatures) beaits indeed, also
guarantees unlinkability. However, in a real world systehe adversary is , O(A(R),S’, g)
typically able to obtain additional information which magall to a situation D('A(R)a S 79) = 1 R(S" R :
where breaching unlinkability is easier than breachingngnoty, or vice OgZ(l ( ’ ’g)l)

versa. : _
2|n this paper, we restrict our attention to systems that hitinary relation Note that, for a||g1,92 € G, it holds thatO(A(R)’ S, 91) B

over a given set. O(A(R)asa 92) = O(A(R)) and thatD(A(R),S, g1) =
3We do not distinguish between passive and active advessarie D(A(R), S, g2) = O(A(R))/logy(|R]). Therefore, for the




special case wheres’ = S, we use the short notation{0,1},R € R} We call this the ‘degree of opaqueness of
O(A(R)) andD(A(R)). L(R;) againstA(R)’ or, equivalently, the ‘degree afl(R)’s
R, is ‘optimally hidden’ with respect t&5’ and g if and uncertainty abouf (R.)’ and define it as follows.

only if D(A(R),S’,g) =1, i.e. in the case where, according. .. ... , .
1o A(R)'s view, it is equally likely thatRz, is in any of the Definition 4. The degree ofA(R)’s uncertainty aboul (R, )

equivalence classes IR(S’, R, g). In other words, in order 's defined as

to unambiguously relate the elementsShaccording toR,,

A(R) has to knowlog,(|R(S’,R,g)|) bits of information D(AR),L)= > H( Y  Pr(R=R,)),
about it. be{0,1}  RER(L,D)

Remark1l. The above metrics measurd(R)’s uncertainty whereR(L,b) = {R € R : L(R) = b}.

L . o :
n fully r’elatlng th_e e'?”?e”ts_'“_s' acco‘rdlng t(?g an_d Fr, The best case from a privacy perspective, i.e. the case where
|.e.A(_R)s uncertainty in |dentn_‘y|ng the corre<_:t equwalenceD(A(R)’L) — 1, occurs if A(R) has to obtain a full bit of
class inR(5", R, g). However, since some equivalence CIass?r?formation aboutR, in order to evaluatd.(R;) i.e. if, in
may be significantly likelier than others, one may (also) b ’ " '

! . n ot y A(R)'s view, Pr(L(R,) = 0) = Pr(L(R,) = 1) = 1/2.
mterte?tke(l:i " the Iworst lcase, 'f'h'r? the probability OiathConversely, the worst case, i.e. the case wifd(R), L) =
Most likely equivaience class, which 1s 0, occurs if A(R) already has enough information abd®t

in order to evaluatd.(R,) with certainty, i.e. ifPr(L(R;) =
ez, > Pr(R=R.)). b)=1forbe {0,1} .
RER! Sometimes it is desirable to measu#éR)'s uncertainty

However, while this information is indeed useful in som@hout whether or nof2. has a given property with respect
situations (see, for example, [14], [18]), it is not a measuto a subsetS’” C S. Such a property is modelled by means
of how well the relation is hidden since — quite simply — thef a ‘predicate function’f : & — £, where& denotes the
likeliest equivalence class may not be the correct one.  power set ofS. Measuring this uncertainty then amounts to
Remark2. One might be tempted to define the degree @valuatingD(A(R), f(S")).

opaqueness oR, as the fractionO:/O; whereO; and O i
denote the initial and the final opaqueness of the hidden
relation, respectively (representing the adversary’s riarp
and ‘a posteriori’ knowledge, respectively). However, liet

adversary’s uncertainty has increased after its interadtiith . . . . )
y y ngwever, if the system hideR. in a fair — with respect to

the system (see [19] for an example of such a situation), th . ;
0O:/0; > 1, which is undesirable. In a similar line of thought,t € subsets i and the goaly — manner, then this should

- H ! —_
one might be tempted to define the degree of opaquenesgl ﬁ‘ happen; instead, it should hold tR(A(R), 51, 9) =

! ! ! H
R, asH(X|Y)/H(X), where the random variablé§ andY DIA(R), 55, 9) for all 5,55 € S. Moreover, as the differ-
refer to the adversary’s a priori view dd and its information ences between the degrees of opaqueness with respect to the

gain from its interaction with the system, respectivelyd a different subsets grows, the manner in which the relattoris

; : -hidden becomes less fair. In other words, privacy (as espres
H(X|Y) denotes equivocation [17]. However, although thi ' p . .
expression always delivers a value between 0 and 1, a D(A(R), 5", g)) may be viewed as a resource of which,

although it has been used to evaluate some systems (see,I lly, aII‘S’.e S ShOUId ,b.e provided a fair share. We propose
example, [20]), it, too, is unsuitable for the purposes of o sing the fa|rne_ss '”F’e.x introduced in [21] for_measurth_g
framework, mainly for the following two reasons. Firstly, i airness of relation h|d|ng sys_tems. Note that, in the me .
is only a statement on the average opaqueness of the hid GH”C _has been used with different resource types, inofdi
relation. In fact, it is the average value 6% /O;, over all andwidth [22],.th.roughput [23], and the number of served
possible values oft”. (This follows from the definition of requests per unit time [24].

H(X|Y).) Secondly, due to the possibility that the adversaiyefinition 5. The fairness of a system that hides a relation
may start off with a different a priori view in each system, if?, on a set of element§ from an adversaryd(R) is, with
cannot be used to compare different systems. By contraest, tBspect to a set of subsefsC G and a goal € G, defined
metric in Definition 3, which follows the type of normalisati as

. FAIRNESS

Consider a ‘set of subset§ C &. For a given goal, the
degree of opaqueness of the relati@n of the elements in
a subsetS’ € S againstA(R) may differ depending orb’.

first proposed in [8], does not suffer from these drawbacks. , 2
That is, while it quantifies the degree of information leakag Z D(A(R), 5", 9)
occurring in a given system, it is also suitable for compgrin F(A(R),S,g) = S'es 5
different systems because it rates them against the idsimy |S] Z D(A(R), S, g)
where the relation is optimally hidden. S'es

Sometimes it is desirable to measure the amount of infor-More generally, the amount of information th4tR) has to
mation that4(R) has to obtain abou®. in order to evaluate obtain abouf?, in order to evaluate a given predicate function
L(R.) for a given predicatd. € £, whereL = {L: L(R) € f(5’) on R, whereS’ € S, may differ depending ors’.



Definition 6. The fairness of a system that hides a relatioNote that/R(S’, Ry, o)| = B|g/|, WhereBg/|, which is a Bell
R, on a set of element§ from an adversaryd(R), with number [25], is given by
respect to a set of subsefsC & and a predicate functioffi,

. . n n
is defined as . Boi1 = Z (k) B, 1)
k=0
<Z D(A(R),f(S’))> with By = 1 and that, ifS" = S, then|R(S’, Ry, 0)| = Bjg|
F(A(R),S, f) = —~2<€5 . and the definition above reduces to the one introduced in [10]
S| Z D(A(R), £(5)) Moreover, the definition ofD(A(Ry), S’,0) above matches
Ses the definitions given in section 3.1 of [15], as corrected in

: — appendix A.
The overall fairness of a system is given BYA(R), &, ¢) p?)(A(R“) §',0) measuresd(Ry)'s uncertainty in dividing

and the overall fairness of a system with respect to a prmjic%e elements irS” into equivalence classes accordingfto
function f is given b R . See sections IV-Al . o . )
risg yF(AR), &, f) However, sometimes it is desirable to measure the amount

and IV-B1 for two fairness calculation examples. . . : .
Note that the fairness is based on the (normalised) degoefe”m)rm"jltlon that A(R;;) has to obtain abouR, in order

. L .
of opaqueness; this is because it may hold that = |S5| for Eo decide whether or nothe elements inS’ are linked or

o . ! ' ._unlinked. In the following, we define two notions of such
someSt, S; € S. Also note that, using this fairness metric,. . .
L o . : linking, namely a weak one and a strong one, and one notion
one can calculate each individual’s ‘perception of faigmes

That is, it is possible to calculate how fairly the relatior.?]c unlinking. Note thatll. denotes the partition of that is

R, is hidden ‘from the point of view' of eacts’ € &. induced byR, and that we writes; =r;_ s» if the elements

It is furthermore possible to ‘tweak’ the definition of whaf'l’ %2 € S lie n the same equivalence class M-, and
is considered to be fair, for example if certain subsets. (e.Sg1 7, s otherwise.

paying users) are supposed to be granted more privacy th2efinition 8. The protection against weak linking of the
others. For the corresponding expressions and a discussiorelements in a set’ C S against an adversard(Ry;) is

the interpretation of the metric, the reader is referred2t.[ defined asD(A(Ry), fw(S’)), where fu(S’) = Lwi,sr € L,

Remark3. The minimum (degree of) opaqueness regardin'ftj1d , ,
the subsets of interest could also be regarded as a form of . — 1, if v{sl’_SQ} € 5,51 =n, 5
‘fairness’, as it guarantees that no subsesits ‘worse off’ ' 0, otherwise

than this minimum. However, in order to see why the minimurg D(A(Ry), fui(S')) = 0, ie. if the elements ir§’ are not

degree of opaqueness is insufficient as a fairness metpe, SHrotected against weak linking, thef(R;;) can tell whether
pose thatS = {5}, 55}, and consider, for example, a systenyy not they are equivalent ifl,. If they are equivalent,
whereD(A(R), 51, 9) = D(A(R), 53, 9) = 0.6, and a system then A(R;;) may still be uncertain about whether or not other
where D(A(R), 51,9) = 0.6, and D(A(R), 53,9) = 0.8.  elements, i.e. elements §i— S’ are also equivalent with those
Although both systems have the same minimum degree jqf s/ (the notion of strong linking, defined below, does not
opaqueness, the first system is clearly more fair than thgoy for such uncertainty). If, on the other hand, they aé n
second and the fairness index proposed aboye reﬂgcts tres. Equivalent, thend(R;;) may still be uncertain about whether
fact that the second system, although less fair, providestarb o, ot they all belong to different equivalence classes (the

privacy to the subsets i, also demonstrates that faimes$gtion of unlinking, defined below, does not allow for such
should always be evaluated in conjunction with the degree l%certainty).

privacy protection. Note that, overall, the first system rbay o ] ) o
preferable because of other reasons (e.g. better perfog)]anDeflmtlon 9. The protection against strong linking of the
For more detailed comparisons of the fairess metric abofements in a set” C S against an adversaryl(R;i) is
to other faimess metrics, including variance, coefficient defined asD(A(Ri), fa(5’)), where fo(S’) = La.s € L,
variation, and min-max ratio, the reader is referred to [21] and L el
Ly s = { ! e_ i
0, otherwise

This section provides definitions and numerical examplﬂsD(A(Rl,) £4(8") = 0, i.e. if the elements i’ are not
. B . oy - 1) S| - 1 " "
for the_ privacy notions of unI|.nkab!I|t.y, anonymity, andren protected against strong linking, thet(R;;) can tell whether
lateability, all in terms of relation h"?"”g: We aIsp sketotw or notS’ constitutes an equivalence clasdip. If it does, then
each of these notions may be applied in practice. this means thati(R;;) not only knows that all elements i
A. Unlinkability are equivalent, but also that no other elements, i.e. noeziesn
in S — S’, are also equivalent with those i#/. Finally, we
define a notion of unlinking.

IV. EXAMPLE PRIVACY NOTIONS

Definition 7. The unlinkability of the elements in a sét C S
against an adversarf(R;;) is defined asO(A(Rji),S’,0),
and the degree of their unlinkability a®(A(Ry),S’,0), Definition 10. The protection against (complete) unlinking of
whereR;; is the set of all equivalence relations over the elements in a se¥’ C S against an adversatd(Ry;) is



defined asD(A(Ry), fu(S")), where f,(S") = Lus € L, the probability that, in4(R;)’s view, the relationR; is the

and target relationR? .
1, if V{Sl,SQ} - SI,Sl 5_'51-[7_ So Rl = {{aaﬁa77§}} 02%R8 = {{04,6}, {577}} 05%
Las =1 0" otmerise Ry = {{a},{8.7,0}} 15%Ry = {{a},{5},{7,6}} 16%

R3 = {{ﬁ}a {av Y 5}} 15%R10 = {{a}v {7}3 {ﬁa 5}} 08%
If DAR:), fu(S") = 0, i.e. if the elements irs’ are not 14 = {{7}, {a, 3,03} 02%R11 = {{a}, {0}, {0, 7}} 02%
protected against unlinking, theA(R;) can tell whether or Ry ={{d}.{a, 8,7}} 02%R1> = {{B}, {7}, {, 6}} 02%
not each element i’ belongs to a different equivalence class. 6 = {{, 8}, {7,0}} 029 R15 = {{}, {0}, {c,7}} 02%
Note thatL5|75/ = LWLS/ = Lu|75/ and Lu|_5/ = LWI.S’ = R7 = {{O"W}v {57 5}} 10%R14 = {{’7}1 {6}7 {a,ﬁ}} 02%
L. ' ' Ris = {{a}, {8}, {7}.{0}} 15%

Practical Examplel. As an example, consider the settinggsed on the view above, the unlinkability of the elements in
of anonymous transactions [26], and suppose tHat= s O(A(R;)) ~ 3.40 bits. This means thatl(R;;) still needs
{a,B,7,0} is the set of transactions occurring in the systenf, optain approximatel$.40 bits of information about?. in
The unlinkability metric above can be used to measure t3gger to divide all elements i’ into non-overlapping groups
unlinkability of these transactions, or any subset the(say, according toR,. As the theoretical maximum isg, (|Bs|) =

e.g. {a,ﬂ,'y}). In this respect, the metri<_: is identicgl to thqog2(34) = log,(15) ~ 3.9 bits, the degree of unlinkability
one introduced in [10], because, the one introduced in [&8] Cof the elements irS is D(A(Ryi)) =~ 0.87.

be used for subsets, too. However, measuring the protectiofext we calculate the unlinkability of the elements in
against weak and strong linking, as well as against unlmkln{aﬁﬁ}_ The equivalence relation ({a, 3,7}, R, o) divides

is not possible with previous metrics. Note that, while somg into the following Bj(n5.4y = Bs = 5 equivalence
scenarios require protection against weak linking, forecth 5sses. ”

protection against strong linking may suffice. A user of a eq. class condition
pseudonym system [27], [28], for example, that uses one R1 = {Ri,Rs} a=8=~y
pseudonym for business purposes, and another one forerivat R2 = {Ra, Rg,R11} aZz =7y
activities, is likely to require protection against wealiking R3 = {Rs3, R7, Ri3} BEa=~y

because linking the two pseudonyms is undesirable, even if Ry = {R4, Rg,Ris} yEa=p
uncertainty remains as to whether or not other pseudonyms Rs = {Rg, Rig,Ri2,R15} a#pB#~

also belong to the user. As an example of a scenario where
g P We now have thatO(A(Ryi),{«,8,7},0) = H(4/100) +

protection against strong linking may suffice, consider er us 4 ~ 1.04
that regularly visits a news website that supports a certiﬁ(m/loo)+H(27/100)+H(6/100)+H( 1/100) ~ 1.947

political view. If an adversary can tell that different we Its. As the theoretical maximum g, (5) ~ 2.32 bits,
sessions of that site originate from this user, then theeeystD(A(R“)’ {a, 8,7}, 0) = 0.84. _ . o
clearly does not provide protection against weak linkin _ Next, we calcu!ate the protection against weak linking
However, the impact of this privacy breach may depend gﬂr the elements infa, }. Since fu({«, 5}) evaluates to
whether or not the user can claim that he also regularlysvisit 0F the relationsRy, Ry, Rs, and Rg, and R4, and t00
other websites, e.g. those in support of opposing politicEﬂr all other relations, we haVé)_(A(R“)’fW'({O"B})) -
views, without the adversary knowing better. If the systelﬁ(m/loo)+7—_{(90/100)_% 0.47; th's_ means thaIél(_R“) stil
provides protection against strong linking, then makinghsu needs to obtain approximately47 bits of information about

a claim remains possible, even if the user has never visitéd In order to decide whether or natand 3 are equivalent.
any such websites (as long as other users have). Next, we calculate thg protection against strong linking
for the elementg«, 5}. Since f4({a,3}) = 1 only for the

FinaI_Iy, we define the ‘effectiye fairness’ of an unIinka'lyH_ relationsRg and Ry, we have thaD(A(Ry), fu({a, 5})) =
_protectmg system. Note that this can only be calculated. if H(4/100) + H(96,/100) ~ 0.24; this means thatd(R;;) stil
is known. needs to obtain approximately24 bits of information about

Definition 11. The effective fairness of a system that protect8- in order to decide whether or ndv, 3} constitutes an
the unlinkability of the elements in a s§tagainst an adversary €quivalence class if.
A(Ry) is defined asF(A(Ry;), II,, o), wherell, denotes the  Supposing that?; is known, and that?. = R, i.e. that
partition of S that is induced byR,. {a, B} and {~, ¢} is the ‘correct’ way to divide the elements
. ] N in S into non-overlapping groups, we calculate the effective
_ 1) Numerical unlinkability exampIeAs. an example, con- tgirmess of the system that led #(R;)'s view:
sider the setS = {a,3,7,d}. Ry consists of Bjg = 15

relations shown in the table below. Note that, in a slightsabu F(AR), {{e, B}, {v,6}},0)
of notation, each relation is depicted in terms of the gartiit . . s .
induces on the elements § The number after each relaton  [H(55) + H(55) + H(3) + H(g)]?

~0.73

0
R; in the table represents the probability(R; = R,), i.e. 2[(H(%) + H(Z))2 + (H(Z) + H())?

gle
S~—



Note that{~,d} enjoys al00% degree of unlinkability, = Note that|R(S’, R.n,>)| = [S|!/(]S| — |5'])! and that,
while the degree of unlinkability of«, 5} is just aboutd7%. if S’ = S, then |R(S’,Ran,>)| = |Ran| = |S]!, and the
Thinking about (the degree of) unlinkability as a resoutw t anonymity metric above reduces to the one in section 2 of [9].
the system shares betweén, 3} and {~, ¢}, and since in Similarly, if |S’| = 1, then|R(S’,R.n,>)| = |S| and the
this case (i.e. in the presence AfR;;)) the system provides metric effectively reduces to the one introduced in [8],][12
147% of this resource to both subsets, absolute fairnesklwotlihis means that our metric can be used to measure the overall
demand that both degrees are about 73.5%. However, as in fawnymity provided by a system as well as the anonymity of
{v,d} enjoys slightly more than two thirds of this resourceindividual elements.
while {a, 3} just about the remaining third, we have an Moreover, the fact that our metric enables one to measure
effective fairness off3%. the anonymity of the elements in any subsétc S, enables
one to make more targeted anonymity measurements. Note
that such measurements are not possible by isolainfgom

This section defines anonymity in terms of a binary relatiohe rest of the system (for example, by applying the metric
R on the elements in an ‘anonymity set. Similar to other from [9] to '), becauseR(S’, R.n,>)| depends omoth | S|
instances of relation hiding, the adversary’s goal is toid¢  and|S|. Similarly, measuring the anonymity of each element
R, from a set of relations in which it is hidden. Let us brieflyn 5’ does not help in determining the anonymity &f
describe the intuition behind this model. because)(A(Ran), S',>) < 3 c o O(A(Ran), {s},5), with

It is assumed that the adversary knows as many ‘dgquality only in the special case where the adversary assign
anonymising labels’ as there are elementsSinThe labels g|| elements inS’ to labels in an independent manner. If an
represent the semantics of breaking the anonymity of tBg@ack is deemed successful only if the anonymitysbfirops
elements inS. There exists a one-to-one correspondenggiow a threshold, then the fact that the above is usually

between the labels and the elementsSinthe adversary’s an inequality, makes single-element anonymity measurésmen
goal is to identify this correspondence. Consider, for gx@m jrrelevant.

the case where' contains the actions ‘stole fire’, ‘held the
skies’ and ‘was blinded’, and the de-anonymising labelgtaze a mix network [29] whereS — {a, 3,7,8} is the set of

names ‘Atlas’, ‘Prometheus’, and ‘PolyphemdsThe action : : . .
yp [pessages that leave the network in a particular time interva

‘stole fire’, for example, is then anonymous if the adversal o
cannot tell whether the fire thief was Atlas, Prometheus, gPd the de-anonymising labels are the IP addresses that

Polyphemus. Moreover, the elements of the entireSetre Injected messages into the network in this interval; bots se

anonymous as long as the adversary cannot associate all e available to a ‘global passive adversary'. Being able to

actions with the name of their corresponding perpetratbr ( es?f:br; tggczzzgyi[ngg Ofbtehfhzg;:%ﬁ:\tl?ﬁfjf(iﬁ al}r:) thes
course, if the adversary can associate some of them, then t & y

anonymity is reduced). Cervers hosting polically controversial material. Vover, it
In other words, given an ordering of the labels, the adveb—(A(R )8 S)pdro S gelow a certain thresht;ld the,n this
sary’s goal is to find the matching permutation &f where anm o P ’

a permutation is said to ‘match’ a sequence of labels e]yent may trigger the process of identifying the users lkhin

the position of each of the elements in the permutation the affected IP addresses. Practical reasons may furthermo

H !
identical to the position of the corresponding label in the adire that|S’| > n for some thresholdh. For example,

sequence. Another way to think about this problem is ée budget required to identify the affected users and to

. Ccrossexamine other evidence may only be approved if there
follows. Suppose that the adversary attaches to each etémen -~ ) . L

. - is. promising evidence that at least ‘perpetrators’ will be
S a de-anonymising label. (How this is done does not matter,

tifiad - / i - ;

it could be done, for example, randomly.) The adversarya go|dent|f|ed, O(A(Ran ), 5',>) dropplng below a well-defined
. . . . threshold would amount to such evidence.

is now to determine, for each elemente S, the identity of o

the elements, € S that carries the correct label fer (it We now show that some anonymity instances on a set are
could be thats; = s, or thats; # s,). The binary relation not reducible to any unlinkability instance on the same set.
R. models exactly this mapping of elements to labels. If, faAlthough this is a somewhat trivial observation, it prowde
example,s; is related tos, according toR,, then this means insight into the relation between these two privacy notions
that s, carries the label that correspondssto We now define

anonymity in terms of a hidden binary relation.

B. Anonymity

Practical Example2. Consider, for example, the setting of

Theorem 1. Some anonymity instances on a.Setith at least
three elements are not reducible to any unlinkability ins&
Definition 12. The anonymity of the elements in a $6tC S on that set.

against an adversam(Ran) is defined asO(A(Ran), ', )

and the degree of their anonymity B&A(R.n), S’ >), where Proof: In order to reduce an anonymity instance on a
Ran = {{(s,7(s) 15 € 8} o 7 permutationar(])f:S‘}’ ' set S to an unlinkability instance on the same set, it is

necessary to provide a transformation of the adversargw vi
41t is assumed that it is known that each action correspond@saotly one On_Ran to a view (_)an thout loss of 'nforma.'t'on' However,
label. while R,, contains|S|! relations, R;; contains only Bg



relations (see (1)). Sinc#|g < [S]! for all S| > 2 (by
Lemma 1, see appendix A), there exist some viewsRqp

maximum islog,(|S]!) = logy(4!) = log,(24) ~ 4.56 bits,
the degree of anonymity of the elementsSiiis D(A(Ran)) ~

where O(A(Ran)) > logy(B)s|). These views contain more0.56.

entropy than can be accommodated by a view/Rp and,

We now calculate the anonymity of the elementsSth=

therefore, there exists no way to transform any of thesewief3, v}. The equivalence relation ({3,~},R,>) dividesRa,

to a view onRy; without information loss. [ |

into the following |S|!/(]S] — [S')! = |4]!/(4 — 2)! = 12

Remark4. While an adversary on unlinkability tries to divide€duivalence classes.

the elements in a given set into non-overlapping groups
(according to a hidden equivalence relation), an adversary
on anonymity tries to permute the elements in a given set
(according to a hidden ordering) such that they match a
given sequence of labels. If an adversary is uncertain as to
whether or not the elements in a set all represent different
labels, then it should first group the elements into equivade
classes (which requires solving an unlinkability instgnce
Then each equivalence class can be given a different lalel an
an anonymity instance can be solved on the set of equivalence
classes. If this is done, then the requirement that eachesiem
must correspond to exactly one de-anonymising label is not
violated, and the issues observed in [30] are circumvented.

eg. class condition
Ri ={Riz,Rio} (B a),(7.0)
R2  ={R7, R} (B,a),(7,7)
Rs = {R87 R14} (ﬁ’ O‘)’ (77 5)
Rs ={Ri5,Ra} (5,0),(7,)
Rs ={Ri,Ra} (8,0),(7,7)
R¢ ={Ra,Ri6} (B,0),(7,0)
Rr  ={Rg,Raz} (B,7),(7,@)
Rs = {R3,Ras} (B,7),(7,0)
Ro  ={R4, R0} (B,7),(v,0)
Rio  ={Ru, Rz} (8,0),(7,)
Rll = {R57R18} (5;5)7(736)
Riz2 ={Rs,Ri2} (6,9),(7,7)

1) Numerical anonymity exampléss an example, consider We now have thatl(A(Ran), {8,7},>) = H(0) + H(0) +
the ‘anonymity set'S = {a,3,7,0}. Ran consists of the H(0)+H(0)+H(1/6)+H(1/6)+H(0)+H(1/6)+H(1/6)+
|S|! = 4! = 24 relations shown in the table below. The numbekt(0) + H(1/6) + H(1/6) ~ 2.58 bits. As the theoretical
after each relatiork; in the table represents the probabiliymaximum islog,(12) ~ 3.58 bits, the degree of anonymity

Pr(R; = R,), i.e. the probability that, ind(R.,)’s view, R;
is the target relatiorRR.

Ry = {(ava)v(676)7(7)7)7(556)} 0
R = {(ava)v(676)7(7)5)7(557)} 0
R = {(Oé,Oé),(ﬂ,’y),(’}/,6),(5,5)} 0
R4 = {(0401)7(577)’(%5%(575)} 0
R = {(a,a),(ﬁ,é),(7,6),(5,7)} 0
Ry = {(a,a),(ﬁ,é),(7,7),(675)} 0
R = {(0476)7(6704)7(7;7)7(5’6)} 0
Rs = {(Oz,ﬁ),(6,0[),(’7,5),(5,’}/)} 0
Ry = {(avﬁ)v(ﬁa'w’(’77a)7(556)} 0
Ry = {(avﬁ)v(ﬁa'w’(’775)’(67a)} 1/6
R = {(a,ﬁ),(ﬁ,é),(’y,a),(&,’y)} 0
Ry = {(0476)7(6,5),('}’77),(5704)} 1/6
Rz = {(Oév'y)a(ﬁaa)v('}/vﬁ)v((sva)} 0
Ry = {(Oz,v),(ﬁ,oz),('y,5),(5,6)} 0
Ris = {(av'y)’(ﬁaﬁ)’(’yva)v(éaé)} 0
R16 - {(a,y),(ﬁ,ﬁ),(w,&),(&a)} 1/6
R17 = {(OZ,’Y),(ﬁ,é),(ﬁ/,a),((s,ﬁ)} 0
Rig = {(Oév'y)a(ﬁaa)v('yaﬁ)v(évo‘)} 1/6
Ry = {(a75)v(ﬁaa)v('}/vﬁ)v((sv’}/)} 0
Ry = {(045)’(ﬁ,a)a(%ﬂa(@ﬁ)} 0
Ry = {(a,&),(ﬁ,ﬁ),(%a),(é,w)} 0
Ry = {(a,&),(ﬁ,ﬁ),(%y),(&a)} 1/6
Ryy = {(a75)7(/8;7)7(7705)7(676)} 0
Ry = {(a75)v(ﬁa'}/)v('%ﬁ)v(éva)} 1/6

According to this view, the anonymity of the elementsSins
O(A(Ran)) ~ 2.58 bits. This means thatl(R,,) still needs
to obtain approximatel.58 bits of information abouf? in

of the elementd3,~v} is D(A(Ran), {08, 7},>) =~ 0.72.

Finally, we calculate the fairness of the system that led
to A(Ra.n)'s view, with respect to all single-element subsets
of S, i.e. with respect toS = {{a},{8},{~},{d}}. Pro-
ceeding as above, we have tHa{A(R.,), {a},>) = 0.79,
D(A(Ran), {8},>) = 0.79, D(A(Ran), {7},>) = 0.79, and
D(A(Ran),{d},>) = 0. Therefore,

(04 0.79 + 0.79 + 0.79)?
4[02 4+ 0.792 + 0.792 + 0.792]
Indeed, the above system is only ‘75% fair’, as three out of

four elements enjoy an equal degree of anonymity, while one
element is not anonymous at all.

f(A(Ran),S,D) ~ ~ 0.75.

C. Unrelateability

Unrelateability represents a situation where, from the ad-
versary’s point of view, the elements  could be related in
all possible ways.

Definition 13. The unrelatability of the elements in a $&tC
S against an adversamd(R) is defined asO(A(R), S’, ),
and the degree of their unrelateability B$.A(R), S’, ¢).

Note that|R(S’, R, )| = 2/SI*~(SI=IS'D* and that, for the
special case whers’ = S, |[R(S",%,0)| = 2/5° [31]. The
elements inS” are optimally unrelateable Pr(R, € R;) =
Pr(R, € Rq) for all R1,R2 € R(S',R, ), i.e. if the adver-
sary still needs to obtai®(A(R), S’,¢) = |S>—(|S|—]95])?
bits of information in order to identifyR,. Identifying R,
however, amounts to breaching the privacy of the elements in
S’ in the strongest possible sense.

Practical Example3. As an application of unrelateability,

order to de-anonymise all elements $h As the theoretical consider the set of email users, and an adversary that tries to



establish the relation ‘has sent an email to’ over that sateS of all symmetric relations ovef.

it is possible for everyone to have sent an email to anyoneSince the framework enables measuring the privacy of any
(including one’s self), all relations iR are, in principle, subset of ‘interesting’ elements within a system, and tinere
candidates. One way to establish the relation is by examinimake more targeted privacy measurements, it is envisioned
the log files of all involved email servers. that it will enable the analysis of privacy protecting sysse

Remarks. Unrelateability is the most general privacy notio? more detail. Furthermore, the ability of the metrics to
that can be formulated in our framework, in the sense th€asure the adversary’s uncertainty in answering arpitrar
all other privacy notions can be expressed as unrelatgabilf€S/N0 questions about a hidden relation is likely to make
instances. However, if the adversary is starting off with@ren the delivery of feedback to users on their individual level o
restricted set of candidate relations — and this is usualy tPrivacy more effective. This is because, on the one hand, it
case — , then an appropriate privacy notion should be defirfgpPles the development of interfaces that are intuiive

and used instead. In fact, we expect this general form Bfecise. On the other ha‘Pd, a measurement that is based on a
unrelateability to be mainly of academic interest, becairse cOncrete question (e.g. “does the value of these trarmzti

practice, more restricted privacy notions tend to be ofrege  €xceed $10.000?" can be answered with 52% uncertainty’),
is better understood compared to, say, a measurement that

indicates the more abstract degree of opaqueness (e.g. ‘the
degree of unlinkability of these pseudonyms is 37%).
However, one should keep in mind that calculating privacy
metrics is typically expensive, both in terms of requirear-st
age and computational power; of course, this does not only ap
ply to the metrics derived from our framework, but to privacy
metrics in general; it is a challenge to find efficient alguris
for the calculation of these metrics (or good approximatjon
Measuring the fairness of a system at design time avoids the
need to perform such expensive calculations in order toseeri
the individual privacy level for every user at runtime. Thgs
because, if a system, or a particular operational environhofe
& system, has been shown to be ‘fair enough’ (and, of course,
acceptable in terms of the privacy protection it offersgrth
most users may be happy using the system without being made

1) Numerical unrelateability example: Consider the
setS = {a,f,7,0}. R consists of2l5I" = 24* = 65536
relations denoted Ry, Ro, ..., Rgs536- Suppose that, in
A(R)'s view, Pr(R, = R;) = 1/1024 for all 1 < ¢ < 1024
and thatPr(R, = R;) = 0 for all other relations. According
to this view, the unrelateability of the elements B is
O(A(R)) = —H(1/1024) = 10 bits. This means thati(R)
still needs to obtain approximatelj0 bits of information
about R, in order to relate all elements ir5. As the
theoretical maximum islog,(2¥") = log,(2'6) = 16
bits, the degree of unrelateability of the elementsSinis
D(A(R)) = 10/16 = 0.625.

We now calculate the unrelateability of the elements
S’ = {a,B}. The equivalence relationo ({a, 8}, R,)
dividesR into 24°—(4-2)° = 216-4 — 212 — 496 equivalence

classes, denotell;, Ro, . . ., Ragos- ASsSuming that, for exam- aware of their individual level of privacy.
ple, Ri, Ry € Ri,R3, Ry € Ra,..., Rip23, Ri024 € Rs12,
we have thaO(A(R), {a, 8},0) = —H(1/512) = 9 bits. As ACKNOWLEDGEMENTS

the theoretical maximum iﬁgz(?‘lz”z) =logy(2'?) = 12 The author would like to thank Matthias Franz for his
bits, the degree of unrelateability of the elemefits 3} is insightful comments which substantially improved the dyal

D(A(R),{a,7},0) =9/12 = 0.75. of this paper, and Brigitta Lange for her corrections on Fheo
rem 1. Part of this work was conducted within the framework
V. CONCLUSION of the European Project ‘SWIFT’.

This paper introduced a framework for the derivation of APPENDIX
information-theoretic metrics that measure how well atiete _— . .
is hidden from an adversary. Although only binary relations /Deﬂmﬂon 2 of [15].’ \.N.h'Ch COVers the/spemal case where
on a single set have been considered, it is straight-forwa{t%|_:_ 2 maiches deﬂm'qon OP(A(R'E)’S ’o). for tha_t case.
to extend the framework t&-ary relations, and to relationsDef.mmon 3 of [15], Wh'Ch_ ams .to generalise Defml'_[lon 2,
between the elements of multiple sets. Furthermore, defirsit d(leﬁnes the delgree of unlinkability of the elements in a set
of unlinkability, anonymity, and unrelateability were giv, 5§ C S with |5 = k as

all in terms of relation hiding. The definitions generalise 1
previously known definitions, and the resulting metricsfyni Z WH(PY(RJ = R.)),
some of those proposed in the literature within a consistent J€lk

theory. It is, of course, possible to define many other pyivagvhere I, denotes an index set enumerating all equivalence
notions within the framework. Consider, for example, a abcirelations onS’, R; is the jth equivalence relation of’, R,
networking system that hides the relation ‘is a friend oftbe is the hidden (‘target’) relation, arfer(R; = R )) denotes the
set of its usersS (such as, for example, the system describgatobability that, in the adversary’s viesR; = R.. There are

in [32]). Assuming that friendship is a mutual relationshipwo corrections that must be done in order for this definitmn
measuring how well the system hides this relation with respematchD(A(Ry;), S’, o), as defined in this paper: firstl{iy |

to a subset of users is obvious; the corresponding metrees arust be replaced withog, (|7;|). Secondly, [15] states that
O(A(Rsy), S’ 0), andD(A(Rsy), S, ), whereRs, is the set |I;,| = 28—, This is wrong sincel;| = By (see (1)).



Lemma 1. For all integersn > 3, n! > B,,.

(8]

Note that this result is not new; see, for example, the remark
on page 478 of [33]. The following proof is, however, perhaps

more accessible.

Proof: Consider two ordered sefsand S*™ where|S| =
n > 3, and whereS™ contains the same elements &splus
an additional element denoted The Per nmut ati onGen

algorithm shown below constructs &+ 1)! permutations of
ST, given as input the permutations 6f Note that, for each
input permutation, the algorithm outputs+ 1 permutations.

El

[10]

ThePar ti ti onGen algorithm, also shown below, constructs

all B, partitions of ST, given as input the partitions .

Note that, for each input partition except one, the algarith

C. Diaz, S. Seys, J. Claessens, and B. Preneel, “Towasuring
anonymity,” in Privacy Enhancing Technologies, Second International
Workshop, PET 2002, San Francisco, CA, USA, April 14-152200
Revised Papersser. Lecture Notes in Computer Science, R. Dingledine
and P. F. Syverson, Eds., no. 2482. Springer Verlag, Be&2002, pp.
54-68.

M. Edman, F. Sivrikaya, and B. Yener, “A combinatorialpapach to
measuring anonymity,” irProceedings of the 2007 IEEE International
Conference on Intelligence and Security InformaticéEEE, 2007.

M. Franz, B. Meyer, and A. Pashalidis, “Attacking umdability: The
importance of context,” irPrivacy Enhancing Technologies, 7th Inter-
national Symposium, PET 2007 Ottawa, Canada, June 20-2@7,20
Revised Selected Paperser. Lecture Notes in Computer Science,
N. Borisov and P. Golle, Eds., vol. 4776. Springer VerlagrliBe
2007, pp. 1-16.

] G. Maitland, J. Reid, E. Foo, C. Boyd, and E. Dawson, Xahility in

outputs less than+1 partitions. The exception is the partition
of singletons, which has equivalence classes; all other input

partitions have less thanequivalence classes. Thud,grows
faster thanB,,. Since2! = B, = 2, the result follows. [ |

PermutationGen algorithm (input: the permutations af):
1) For each permutatiop(S) of S, do the following.
a) For values ofc from 1 until n + 1, do the following.
i) Outputp(S), augmented withs in
the kth position.

PartitionGen algorithm (input: the partitions ofS):
1) For each partitioII(S) of S, do the following.
a) OutputII(S), augmented with an additional
equivalence class containing ondy
b) For each equivalence clagsn II(.S), outputII(S)
wherec is augmented such that it contaigs
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